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DETAILED ACTION 

1. Claims 1-17 are pending in this application and have been examined. 

Priority 

2. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 1 9(a)-(d), 
which papers have been placed of record in the file. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 

all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

4. Claims 1, 3-5, and 7-17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Subramaniam, International Application WO 01/59545 A3, and 
Boeschetal., US 5,870,473. 

As for claim 1 , Subramaniam teaches a method for communication via a 
computer network (Abstract), the method comprising: registering a plurality of 
users with a trusted body (Detailed Description: page 2 paragraph 2); verifying 
the identity of each user (Detailed Description: page 4 paragraph 1 and 5); the 
trusted body keeping a confidential record of the relation between the identity of 
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a user and the random identifier (Detailed Description: page 2 bottom paragraph: 
the web server is secure against unauthorized access, page 4 paragraph 7: the 
account info is stored with the user's assigned PIN); wherein a user can enter 
into a dialogue with one or more other users by means of messages sent over 
the computer network and via the trusted body (Abstract, Detailed Description 
page 3 paragraphs 5-7), and a user remains anonymous through use of its 
identifier (Detailed Description page 4 paragraph 7: PIN) until such time as the 
user reveals its identity to one or more of the other users (Abstract, Detailed 
Description page 3 paragraph 7); and wherein the method includes recording the 
dialogue and using the recorded dialogue together with the confidential record of 
the relation between the identity of a user and the random identifier to provide a 
means of non-repudiation of the dialogue by users (Detailed Description: page 6 
paragraph 2 posted messages are stored on the web server, page 7 paragraph 
8: transaction messages are posted and stored on the web server, page 8 
paragraph 8, page 8 paragraph 9). Subramaniam does not explicitly teach 
generating a user identifier that is a random number for each user. However 
Boesch et al. does teach this feature (col. 35 lines 45-50). Therefore it would 
have been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate this feature of Boesch into the system of Subramaniam. It would 
have been desirable to do so since generation of a PIN that is a random number 
would increase the security of the system of Subramaniam by making it more 
difficult for an unauthorized person to guess at a client's PIN. Additional motive to 
make this combination is found for example at the Detailed Description of 
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Subramaniam: page 14 paragraph 5 where anonymity is taught as a major 
advantage of his system. A PIN that is a random number would enhance such. 

As for claim 3, Subramaniam teaches a method as claimed in claim 1 , 
wherein the trusted body verifies the suitability of a user to participate in a 
dialogue (Detailed Description page 9 paragraph 7, 14 paragraph 4: users are 
prompted to log in to the system, i.e. be authenticated, prior to posting 
messages. Without login, users can only browse a public message board). 

As for claim 4, Subramaniam teaches the method as claimed in claim 1 , 
but not an additional step wherein the trusted body verifies the authenticity of a 
message sent by a user. However Boesch does teach such a step (col. 15 lines 
49-57). Therefore it would have been obvious to one of ordinary skill in the art at 
the time of the invention to incorporate this feature into the system of 
Subramaniam. It would have been desirable since this would make it more 
difficult for an unauthorized person to gain unauthorized access to the system. 

As for claim 5, the combination of Subramaniam and Boesch teach a 
method as claimed in claim 4, but not one wherein the trusted body uses public 
key cryptography to authenticate messages sent by a user. However Official 
Notice may be taken that the use of such a step is old and well known in the art. 
Therefore it would have been obvious to one of ordinary skill in the art to 
incorporate this step into the system of Subramaniam and Boesch. It would have 
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been desirable to do so since this would increase the security of the system by 
making it more difficult for an unauthorized person to gain unauthorized access 
to a user's account. 

As for claim 7, Subramaniam teaches a method as claimed in claim 1 , 
wherein the dialogue is in real time (Detailed Description page 9 paragraph 5, the 
system notifies a recipient in real-time that a message has been posted to them). 

As for claim 8, Subramaniam teaches a method as claimed in claim 1 , 
wherein the trusted body prescribes a set of rules to be followed by the users 
(Detailed Description page 9, final paragraph, the privacy agent enforces a rule 
against disclosure of the user's personal information to the "public" side of the 
bulletin boards). 

As for claim 9, Subramaniam teaches a method as claimed in claim 1 , 
wherein, the users can be any of: individuals, corporate bodies, organizations, 
automated machines or software applications (Abstract: individual user's are 
taught). 

As for claim 10, Subramaniam teaches a method as claimed in claim 1, 
wherein a message from a user is sent to an input queue to ensure the correct 
order of the messages handled by the trusted body (Detailed Description page 6 
paragraph 2). 
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As for claim 1 1 , Subramaniam teaches a method as claimed in claim 1 , 
wherein messages can include attachments in the form of documents to be 
discussed in the dialogue between users (Detailed description page 9 paragraph 
6). 

As for claim 12, the combination Subramaniam and Boesch teaches a 
method as claimed in claim 1 1 , but not one wherein the attachments are signed 
or watermarked. However Official Notice may be taken that the implementation of 
such a step is one that is old and well known in the art. Therefore it would have 
been obvious to one of ordinary skill in the art to incorporate this step into the 
system of Subramaniam and Boesch. It would have been desirable to do so 
since this would increase the security of the system by making it more difficult for 
an unauthorized person to alter a visual or other depiction of an item being sold 
to the disadvantage of the seller. 

As for claim 13, the claim is directed towards the system that carries out 
the method of claim 1 and it contains substantially the same limitations as claim 
1 . Therefore claim 13 is rejected on the same basis as claim 1 . 

As for claim 14, Subramaniam teaches a system as claimed in claim 13, 
wherein the computer network is the Internet and the trusted body is an Internet 
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service provider (Abstract, Background of the Invention: instant messaging 
service). 

As for claim 15, Subramaniam teaches a system as claimed in claim 13, 
wherein each user has a graphical user interface showing the dialogue and 
status of the other users (Detailed Description page 2 second to last paragraph: 
users interact through accessing a web portal, therefore a GUI is inherent to the 
system). 

As for claim 16, Subramaniam teaches a system as claimed in claim 15, 
wherein the graphical user interface includes a means for viewing a document 
sent by a user as an attachment to a message of the dialogue (Detailed 
Description page 3 paragraph 4). 

As for claim 17, the claim is directed towards the computer program, 
embodied in a memory medium, that when read out causes the apparatus of 
claim 13 to carry out the method of claim 1 . The claim has substantially the same 
limitations as claim 1 and is therefore rejected on the same basis. 

5. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Subramaniam and Boesch as applied to claim 1 above, and further in view of 
McLaughlin, International Application WO 00/01 108 A3. 
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The combination of Subramaniam and Boesch teaches the method 
presented in claim 1 , but not with the additional step of verifying the identity of a 
user by validating a public key certificate for a user. However, McLaughlin does 
teach this feature (Specification page 1 1 paragraph 2). Therefore it would have 
been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate this feature into the system of Subramaniam and Boesch. It would 
have been desirable to do so since authentication by public key certificate would 
increase the security of the system of Subramaniam by making it more difficult 
for an unauthorized person to guess at a client's login data. Additional motive to 
make this combination is found for example at the Detailed Description of 
Subramaniam: page 14 paragraph 5 where anonymity is taught as a major 
advantage of his system. Such would be enhanced by use of a public key 
certificate for login since, in the case of McLaughlin, the web server creates it for 
the user and it need not contain any user-identifiable data. 

6. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Subramaniam and Boesch as applied to claim 1 above, and further in view of 
Walker etal., US 5,794,207. 

The combination of Subramaniam and Boesch teach a method as claimed 
in claim 1, but not one wherein the trusted body time-stamps all messages from 
users when recording the dialogue formed by the messages between users. 
However Walker does teach this step (figure 7, col. 9 lines 19-21). Therefore it 
would have been obvious to one of ordinary skill in the art at the time of the 
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invention to incorporate this feature into the system of Subramaniam and 
Boesch. It would be desirable to do so since this would offer the user the ability 
to prove the time at which an offer to buy or sell was posted. 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. The following US Patent documents teach systems for 
user authentication and access to web resources similar to the claimed invention: 

Spalinketal. US 6,983,379 B1 

Gudjonsson et al. US 6,564,261 B1 

Teperetal. US 5,815,665 

Fisher US 6,957,199 B1 

Kirsch US 5,963,915 

7. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Paul E. Callahan whose telephone number is 
(571 ) 272-3869. The examiner can normally be reached on M-F from 9 to 5. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
Examiner's supervisor, Emmanuel Moise, can be reached on (571) 272-3865. 
The fax phone number for the organization where this application or proceeding 
is assigned is: (571) 273-8300. 
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SUPERVISORY PATENT EXAMINER 



